
EU Data Act Disclosures
Motorola Solutions Connected Products and Related Services

Data Holder Identity
In most circumstances, Motorola Solutions is the processor of data performing services on behalf of the Controller / Data Holder.  To the extent that Motorola Solutions is the Data Holder, on behalf of itself and its affiliated entities, 

any questions, requests, or complaints as permitted under the EU Data Act can be made
 this request form.

Volume
The volume of data collected or otherwise processed by the products and services is within the control of the individual user.

Product Name
Connected 

Product
Related 
Service Connected Product Data Type Related Services Data Type Data Format

Connected Product 
Collection frequency

Related Service 
Collection frequency

Connected Product 
Data retention

Related Service Data 
retention

Connected Product 
Storage location

Related Service Storage 
location

User's ability to access, retrieve, 
and/or erase data from Connected 

Product
User's ability to access, retrieve, 

and/or erase from Related Service
MSI use of readily available Related 

Service data

ActiveEye Managed Security Services Yes Yes

Data Logs & Other Reporting, User Account 
Information, Employment Information, Contact 
Information, Personal Device Identifiers, Sensory 
and Electronic Information, Personal Identification,  
Geolocation, Browsing Information

Data Logs & Other Reporting, User Account 
Information, Employment Information, Contact 
Information, Personal Device Identifiers, Sensory and 
Electronic Information, Personal Identification,  
Geolocation, Browsing Information

Web application, 
Database

Continuous (real-time or 
near real-time collection 
during product/service 
operation)

Continuous (real-time or 
near real-time collection 
during product/service 
operation)

Stored for a set period 
of time

Stored for a set 
period of time

On-Device Storage, 
Remote Server Storage

On-Prem Storage, 
Remote Server Storage

Erasure of data is function of admin 
privileges, Access to or retrieval of the 
data is a function of product

Erasure of data is function of admin 
privileges, Access to data is a function 
of Related Service

MSI or MSI Suppliers Uses To Perform 
Under Agreement With Customer, MSI 
Provides to Supplier, MSI Provides To 
Third Party With Agreement of Customer, 
MSI Uses To Troubleshoot, MSI Uses To 
Perform Analytics

APX / N30 / N50* Yes No

Data Logs & Other Reporting, Sensory and 
Electronic Information, Contact Information, 
Personal Device Identifiers, Geolocation

Geospatial, 
Document, 
Database

On-demand (data 
collected only when 
explicitly requested by the 
user or administrator)

Customer Managed, 
Space available On-Device Storage

Access to or retrieval of the data is a 
function of product, Erasure of data is 
a function of product

MSI or MSI Suppliers Uses To Perform 
Under Agreement With Customer, MSI or 
MSI Suppliers Uses To Improve Products 
and Services, MSI Uses To Troubleshoot

APX NEXT / N70* Yes No

Data Logs & Other Reporting, Sensory and 
Electronic Information, Personal Device Identifiers,  
Geolocation, Contact Information, Browsing 
Information

Geospatial, 
Document, Image, 
Video, Web 
application, 
Database

On-demand (data 
collected only when 
explicitly requested by the 
user or administrator), 
Periodic (data collected 
at regular intervals, e.g., 
hourly, daily, weekly)

Stored for a set period 
of time, Customer 
Managed, Space 
available

On-Device Storage, 
Remote Server Storage

Access to or retrieval of the data is a 
function of product, Erasure of data is 
a function of product

MSI or MSI Suppliers Uses To Perform 
Under Agreement With Customer, MSI or 
MSI Suppliers Uses To Improve Products 
and Services, MSI Uses To Troubleshoot, 
MSI or MSI Suppliers Uses To Create New 
Products and Services

ASTRO AXS Console* Yes No

Data Logs & Other Reporting, User Account 
Information, Sensory and Electronic Information, 
Browsing Information, Personal Device Identifiers,  
Contact Information, Education & Skills, Personal 
Identification

Web application, 
Audio, Database, 
Document

On-demand (data 
collected only when 
explicitly requested by the 
user or administrator)

Store and Forward, 
Space available, 
Ephemeral

On-Device Storage, 
Remote Server Storage

Access to or retrieval of data through 
other means, Erasure of data through 
other means, Erasure of data is 
function of admin privileges, Access to 
or retrieval of data is function of admin 
privileges, Erasure of data is a function 
of product, Access to or retrieval of the 
data is a function of product

MSI or MSI Suppliers Uses To Perform 
Under Agreement With Customer, MSI or 
MSI Suppliers Uses To Improve Products 
and Services, MSI Uses To Troubleshoot

ASTRO CORE (Infrastructure)* Yes No

Data Logs & Other Reporting, User Account 
Information, Sensory and Electronic Information, 
Contact Information, Personal Device Identifiers, 
Biometric, Personal Identification,  Geolocation, 
Employment Information, Education & Skills, 
Browsing Information

Geospatial, 
Document, Audio, 
Database, Image, 
Web application

On-demand (data 
collected only when 
explicitly requested by the 
user or administrator)

Stored for a set period 
of time, Space 
available, Customer 
Specified Time, 
Customer Managed On-Device Storage

Access to or retrieval of data is 
function of admin privileges, Erasure of 
data is function of admin privileges

MSI Uses To Troubleshoot, MSI or MSI 
Suppliers Uses To Perform Under 
Agreement With Customer, MSI or MSI 
Suppliers Uses To Improve Products and 
Services

ASTRO CPS/RM - Hosted RM* No Yes

User Account Information, Data Logs & Other 
Reporting, Personal Device Identifiers, Personal 
Identification, Contact Information, Browsing 
Information

Database, 
Document

Continuous (real-time or 
near real-time collection 
during product/service 
operation), On-demand 
(data collected only when 
explicitly requested by the 
user or administrator)

Stored for a set 
period of time after 
contract end, 
Customer Managed

On-Prem Storage, 
Remote Server Storage

Erasure of data is a function of the 
Related Service, Access to data is 
function of admin privileges, Access to 
data is a function of Related Service, 
Erasure of data is function of admin 
privileges

MSI or MSI Suppliers Uses To Perform 
Under Agreement With Customer, MSI 
Uses To Troubleshoot

ASTRO CPS/RM - On-Prem* No Yes
Data Logs & Other Reporting, Personal Device 
Identifiers, Contact Information, Browsing Information

Database, 
Document

On-demand (data 
collected only when 
explicitly requested by the 
user or administrator) Customer Managed On-Prem Storage

Access to data is function of admin 
privileges, Erasure of data is function of 
admin privileges

MSI Uses To Troubleshoot, MSI or MSI 
Suppliers Uses To Perform Under 
Agreement With Customer

ASTRO D-Series / G-Series Site* Yes No

User Account Information, Data Logs & Other 
Reporting, Sensory and Electronic Information, 
Personal Device Identifiers,  Geolocation, Contact 
Information, Personal Identification

Document, 
Database, Web 
application

Periodic (data collected 
at regular intervals, e.g., 
hourly, daily, weekly), On-
demand (data collected 
only when explicitly 
requested by the user or 
administrator), Event-
driven (data collected 
only when specific user 
actions or system events 
occur), Continuous (real-
time or near real-time 
collection during 
product/service 
operation), One-time 
(data collected once, 
such as during initial 
setup or registration)

Stored for a set period 
of time, Space 
available, Ephemeral, 
Store and Forward On-Device Storage

Access to or retrieval of data is 
function of admin privileges, Erasure of 
data is function of admin privileges

MSI Uses To Troubleshoot, MSI or MSI 
Suppliers Uses To Perform Under 
Agreement With Customer

ASTRO SmartConnect* No Yes

Data Logs & Other Reporting, Sensory and Electronic 
Information, Personal Device Identifiers, Contact 
Information, Browsing Information

Geospatial, 
Document, Audio, 
Database, Image, 
Video, Web 
application

Event-driven (data 
collected only when 
specific user actions or 
system events occur)

Stored for a set 
period of time Remote Server Storage

Erasure of data is function of admin 
privileges, Access to data is function of 
admin privileges

MSI Uses To Troubleshoot, MSI or MSI 
Suppliers Uses To Perform Under 
Agreement With Customer, MSI or MSI 
Suppliers Uses To Improve Products and 
Services

Avigilon Alta Cameras Yes No

Data Logs & Other Reporting, User Account 
Information, Sensory and Electronic Information, 
Personal Device Identifiers, Biometric, Contact 
Information, Government Identifiers, Browsing 
Information

Audio, Database, 
Video

On-demand (data 
collected only when 
explicitly requested by the 
user or administrator), 
Continuous (real-time or 
near real-time collection 
during product/service 
operation)

Stored for a set period 
of time, Customer 
Specified Time, Space 
available, Customer 
Managed

On-Device Storage, 
Remote Server Storage

Access to or retrieval of data is 
function of admin privileges, Access to 
or retrieval of the data is a function of 
product, Erasure of data is a function 
of product, Erasure of data is function 
of admin privileges, Erasure of data 
through other means, Access to or 
retrieval of data through other means

MSI Uses To Troubleshoot, MSI Uses To 
Perform Analytics, MSI or MSI Suppliers 
Uses To Perform Under Agreement With 
Customer

https://submit-irm.trustarc.com/services/validation/37864cec-c9f5-4675-9e3f-83aafd2cdaeb
https://submit-irm.trustarc.com/services/validation/37864cec-c9f5-4675-9e3f-83aafd2cdaeb


Avigilon Alta Cameras Yes No

Data Logs & Other Reporting, User Account 
Information, Sensory and Electronic Information, 
Personal Device Identifiers, Biometric, Contact 
Information, Government Identifiers, Browsing 
Information

Video, Audio, 
Database

Continuous (real-time or 
near real-time collection 
during product/service 
operation), On-demand 
(data collected only when 
explicitly requested by the 
user or administrator)

Customer Managed, 
Customer Specified 
Time, Space available, 
Stored for a set period 
of time

On-Device Storage, 
Remote Server Storage

Erasure of data through other means, 
Erasure of data is function of admin 
privileges, Access to or retrieval of data 
through other means, Access to or 
retrieval of data is function of admin 
privileges, Erasure of data is a function 
of product, Access to or retrieval of the 
data is a function of product

MSI or MSI Suppliers Uses To Perform 
Under Agreement With Customer, MSI 
Uses To Troubleshoot, MSI Uses To 
Perform Analytics

Avigilon Alta Cloud Connector Yes No

Data Logs & Other Reporting, User Account 
Information, Sensory and Electronic Information, 
Personal Device Identifiers, Biometric, Contact 
Information, Government Identifiers, Browsing 
Information

Audio, Database, 
Video, Web 
application

On-demand (data 
collected only when 
explicitly requested by the 
user or administrator), 
Continuous (real-time or 
near real-time collection 
during product/service 
operation)

Space available, 
Customer Specified 
Time, Customer 
Managed, Stored for a 
set period of time

On-Device Storage, 
Remote Server Storage

Access to or retrieval of data is 
function of admin privileges, Access to 
or retrieval of the data is a function of 
product, Erasure of data is a function 
of product, Erasure of data through 
other means, Erasure of data is 
function of admin privileges, Access to 
or retrieval of data through other 
means

MSI Uses To Perform Analytics, MSI Uses 
To Troubleshoot, MSI or MSI Suppliers 
Uses To Perform Under Agreement With 
Customer

Avigilon Alta Video Intercom Reader 
Pro Yes No

Data Logs & Other Reporting, User Account 
Information, Sensory and Electronic Information, 
Employment Information, Personal Device 
Identifiers, Personal Identification,  Geolocation, 
Contact Information, Government Identifiers, 
Browsing Information

Video, Image, 
Audio, Database

Event-driven (data 
collected only when 
specific user actions or 
system events occur), 
Continuous (real-time or 
near real-time collection 
during product/service 
operation)

Stored for a set period 
of time after contract 
end, Stored for a set 
period of time

On-Device Storage, 
Remote Server Storage

Erasure of data through other means, 
Access to or retrieval of data is 
function of admin privileges

MSI Provides To Third Party With 
Agreement of Customer, MSI Uses To 
Troubleshoot, MSI Uses To Perform 
Analytics

Avigilon Alta Video Reader Pro Yes No

Data Logs & Other Reporting, User Account 
Information, Personal Device Identifiers, Sensory 
and Electronic Information,  Geolocation, Contact 
Information, Government Identifiers, Browsing 
Information

Database, Video, 
Image

Continuous (real-time or 
near real-time collection 
during product/service 
operation), Event-driven 
(data collected only when 
specific user actions or 
system events occur)

Stored for a set period 
of time, Stored for a set 
period of time after 
contract end

On-Device Storage, 
Remote Server Storage

Access to or retrieval of data is 
function of admin privileges, Erasure of 
data through other means

MSI Provides To Third Party With 
Agreement of Customer, MSI Uses To 
Perform Analytics, MSI Uses To 
Troubleshoot

Avigilon Unity Cloud Services Yes Yes

Data Logs & Other Reporting, User Account 
Information, Browsing Information, Contact 
Information, Personal Device Identifiers, Biometric, 
Personal Identification,  Geolocation, Government 
Identifiers, Sensory and Electronic Information

Data Logs & Other Reporting, User Account 
Information, Browsing Information, Contact 
Information, Personal Device Identifiers, Biometric, 
Personal Identification,  Geolocation, Government 
Identifiers, Sensory and Electronic Information

Web application, 
Database

Event-driven (data 
collected only when 
specific user actions or 
system events occur), 
Continuous (real-time or 
near real-time collection 
during product/service 
operation)

Event-driven (data 
collected only when 
specific user actions or 
system events occur), 
Continuous (real-time or 
near real-time collection 
during product/service 
operation)

Ephemeral, Space 
available, Customer 
Specified Time Ephemeral

On-Device Storage, 
Remote Server Storage

On-Prem Storage, 
Remote Server Storage

Access to or retrieval of the data is a 
function of product

Access to data is a function of Related 
Service

MSI or MSI Suppliers Uses To Improve 
Products and Services, MSI or MSI 
Suppliers Uses To Perform Under 
Agreement With Customer, MSI or MSI 
Suppliers Uses To Create New Products 
and Services, MSI Uses To Perform 
Analytics, MSI Uses To Troubleshoot

Battery Fleet Manager* No Yes
Personal Device Identifiers, Contact Information, Data 
Logs & Other Reporting

Database, 
Document

On-demand (data 
collected only when 
explicitly requested by the 
user or administrator) Customer Managed On-Prem Storage

Access to data is function of admin 
privileges, Erasure of data is function of 
admin privileges

MSI or MSI Suppliers Uses To Perform 
Under Agreement With Customer, MSI or 
MSI Suppliers Uses To Improve Products 
and Services, MSI Uses To Troubleshoot

Calipsa Products No Yes

Data Logs & Other Reporting, User Account 
Information, Browsing Information, Background 
Checks, Personal Device Identifiers, Government 
Identifiers, Sensory and Electronic Information, 
Biometric, Contact Information, Personal Identification

Video, Image, Web 
application, 
Database, 
Document

Continuous (real-time or 
near real-time collection 
during product/service 
operation)

Stored for a set 
period of time Remote Server Storage

Access to data is function of admin 
privileges, Erasure of data is function of 
admin privileges

MSI or MSI Suppliers Uses To Perform 
Under Agreement With Customer, MSI or 
MSI Suppliers Uses To Improve Products 
and Services, MSI Provides to Supplier, 
MSI or MSI Suppliers Uses To Train AI 
Models, MSI or MSI Suppliers Uses To 
Create New Products and Services, MSI 
Provides To Third Party With Agreement of 
Customer, MSI Uses To Troubleshoot, MSI 
Uses To Perform Analytics

Cloud Software Hub (CSH) Yes No

Data Logs & Other Reporting, Personal Device 
Identifiers, Personal Identification,  Contact 
Information, Browsing Information Web application

Event-driven (data 
collected only when 
specific user actions or 
system events occur), On-
demand (data collected 
only when explicitly 
requested by the user or 
administrator)

Stored for a set period 
of time Remote Server Storage

Erasure of data is function of admin 
privileges, Access to or retrieval of data 
is function of admin privileges MSI Uses To Troubleshoot

ComparisonManager Cloud No Yes

Data Logs & Other Reporting, User Account 
Information, Browsing Information, Background 
Checks, Personal Identification, Personal Device 
Identifiers, Sensory and Electronic Information, 
Healthcare and Physical Characteristics, Biometric, 
Contact Information, Government Identifiers

Data Logs & Other Reporting, User Account 
Information, Browsing Information, Background 
Checks, Personal Identification, Personal Device 
Identifiers, Sensory and Electronic Information, 
Healthcare and Physical Characteristics, Biometric, 
Contact Information, Government Identifiers

Document, Image, 
Web application, 
Database Not a Connected Product

Event-driven (data 
collected only when 
specific user actions or 
system events occur), 
Continuous (real-time or 
near real-time collection 
during product/service 
operation)

Not Applicable; not a 
Connected Product

Stored for a set 
period of time, 
Inherited from a 
parent organization 
or team, Customer 
Managed, Stored for 
a set period of time 
after contract end, 
Customer Specified 
Time Remote Server Storage On-Prem Storage Not a Connected Product

Erasure of data is function of admin 
privileges, Erasure of data is a function 
of the Related Service, Access to data 
through other means, Access to data is 
a function of Related Service

MSI or MSI Suppliers Uses To Perform 
Under Agreement With Customer, MSI or 
MSI Suppliers Uses To Improve Products 
and Services, MSI Uses To Troubleshoot

CRYPTR Yes No
Data Logs & Other Reporting, Personal Device 
Identifiers Document

On-demand (data 
collected only when 
explicitly requested by the 
user or administrator)

Customer Specified 
Time On-Device Storage

Erasure of data is function of admin 
privileges, Access to or retrieval of data 
is function of admin privileges

MSI or MSI Suppliers Uses To Perform 
Under Agreement With Customer, MSI 
Uses To Troubleshoot

Curve (Curve) PCR Device* Yes Yes

User Account Information, Sensory and Electronic 
Information, Personal Device Identifiers,  Contact 
Information, Personal Identification

User Account Information, Sensory and Electronic 
Information, Personal Device Identifiers,  Contact 
Information, Personal Identification

Document, Audio, 
Database, Web 
application

On-demand (data 
collected only when 
explicitly requested by the 
user or administrator), 
Periodic (data collected 
at regular intervals, e.g., 
hourly, daily, weekly), One-
time (data collected once, 
such as during initial 
setup or registration), 
Event-driven (data 
collected only when 
specific user actions or 
system events occur), 
Continuous (real-time or 
near real-time collection 
during product/service 
operation)

Periodic (data collected 
at regular intervals, e.g., 
hourly, daily, weekly), One-
time (data collected once, 
such as during initial 
setup or registration), On-
demand (data collected 
only when explicitly 
requested by the user or 
administrator), Event-
driven (data collected 
only when specific user 
actions or system events 
occur), Continuous (real-
time or near real-time 
collection during 
product/service 
operation) Customer Managed Customer Managed

On-Device Storage, 
Remote Server Storage

On-Prem Storage, 
Remote Server Storage

Access to or retrieval of data is 
function of admin privileges, Erasure of 
data is a function of product, Access to 
or retrieval of the data is a function of 
product, Erasure of data is function of 
admin privileges

Erasure of data is function of admin 
privileges, Access to data is a function 
of Related Service, Access to data is 
function of admin privileges, Erasure of 
data is a function of the Related Service

MSI Uses To Troubleshoot, MSI or MSI 
Suppliers Uses To Perform Under 
Agreement With Customer, MSI or MSI 
Suppliers Uses To Improve Products and 
Services

Dimetra (Tetra Infrastructure)* Yes No

Data Logs & Other Reporting, User Account 
Information, Sensory and Electronic Information, 
Browsing Information, Personal Device Identifiers,  
Contact Information

Geospatial, 
Document, Audio, 
Database, Web 
application

On-demand (data 
collected only when 
explicitly requested by the 
user or administrator)

Stored for a set period 
of time, Space 
available, Customer 
Managed, Store and 
Forward

On-Device Storage, 
Remote Server Storage

Access to or retrieval of data is 
function of admin privileges, Erasure of 
data is function of admin privileges

MSI Uses To Troubleshoot, MSI or MSI 
Suppliers Uses To Improve Products and 
Services, MSI or MSI Suppliers Uses To 
Perform Under Agreement With Customer

DVR-LX* Yes No
Data Logs & Other Reporting, Personal Device 
Identifiers

Web application, 
Audio, Document

On-demand (data 
collected only when 
explicitly requested by the 
user or administrator)

Space available, 
Ephemeral On-Device Storage

Erasure of data is function of admin 
privileges, Access to or retrieval of data 
is function of admin privileges

MSI or MSI Suppliers Uses To Perform 
Under Agreement With Customer, MSI 
Uses To Troubleshoot

Halo Cloud* No Yes

User Account Information, Sensory and Electronic 
Information, Data Logs & Other Reporting, Personal 
Device Identifiers, Contact Information, Employment 
Information, Personal Identification

Sensor Data, Web 
application, 
Database

Event-driven (data 
collected only when 
specific user actions or 
system events occur), 
Continuous (real-time or 
near real-time collection 
during product/service 
operation)

Stored for a set 
period of time, 
Stored for a set 
period of time after 
contract end Remote Server Storage

Access to data is function of admin 
privileges, Erasure of data through 
other means

MSI or MSI Suppliers Uses To Perform 
Under Agreement With Customer, MSI 
Uses To Perform Analytics, MSI Uses To 
Troubleshoot



Halo Smart Sensors (3C-PC and 
Amplify)* Yes No

Data Logs & Other Reporting, Sensory and 
Electronic Information, Employment Information, 
Personal Device Identifiers, Personal Identification, 
Contact Information

Sensor Data, 
Audio, Database

On-demand (data 
collected only when 
explicitly requested by the 
user or administrator)

some data stored 
indefinitely until 
hardware is reset, 
Ephemeral On-Device Storage

Erasure of data is function of admin 
privileges, Access to or retrieval of data 
is function of admin privileges MSI Uses To Troubleshoot

ION (Mackenzie) PCR Device* Yes No

Data Logs & Other Reporting, Sensory and 
Electronic Information, Personal Device Identifiers, 
Geolocation, Contact Information

Audio, Image, 
Video, Web 
application, 
Database, 
Document

Event-driven (data 
collected only when 
specific user actions or 
system events occur), 
Continuous (real-time or 
near real-time collection 
during product/service 
operation), On-demand 
(data collected only when 
explicitly requested by the 
user or administrator)

Customer Managed, 
Store and Forward, 
Space available On-Device Storage

Erasure of data is a function of 
product, Erasure of data is function of 
admin privileges, Erasure of data 
through other means, Access to or 
retrieval of data is function of admin 
privileges

MSI Uses To Perform Analytics, MSI Uses 
To Troubleshoot, MSI or MSI Suppliers 
Uses To Improve Products and Services, 
MSI or MSI Suppliers Uses To Perform 
Under Agreement With Customer

L6A & LD LPR Cameras Yes No

Data Logs & Other Reporting, Personal Device 
Identifiers, Biometric, Geolocation, Healthcare and 
Physical Characteristics, Contact Information, 
Government Identifiers, Browsing Information, 
Sensory and Electronic Information, Personal 
Identification

Image, Web 
application, 
Document, 
Database

Event-driven (data 
collected only when 
specific user actions or 
system events occur), 
Continuous (real-time or 
near real-time collection 
during product/service 
operation)

Customer Managed, 
Inherited from a parent 
organization or team, 
Customer Specified 
Time, Store and 
Forward, Space 
available, Stored for a 
set period of time, 
Stored for a set period 
of time after contract 
end

On-Device Storage, 
Remote Server Storage

Erasure of data is function of admin 
privileges, Erasure of data through 
other means, Access to or retrieval of 
the data is a function of product, 
Access to or retrieval of data through 
other means, Access to or retrieval of 
data is function of admin privileges

MSI Uses To Troubleshoot, MSI or MSI 
Suppliers Uses To Perform Under 
Agreement With Customer

LEX L11 (LTE Android PTT)* Yes No

Data Logs & Other Reporting, Sensory and 
Electronic Information, Contact Information, 
Personal Device Identifiers, Biometric, Geolocation, 
Browsing Information

Audio, Image, Web 
application, 
Document, 
Geospatial, 
Database

Event-driven (data 
collected only when 
specific user actions or 
system events occur), On-
demand (data collected 
only when explicitly 
requested by the user or 
administrator)

Customer Managed, 
Space available On-Device Storage

Access to or retrieval of the data is a 
function of product, Erasure of data is 
a function of product

MSI Uses To Troubleshoot, MSI or MSI 
Suppliers Uses To Perform Under 
Agreement With Customer

M500 In-Car Video System Yes No

Sensory and Electronic Information, Data Logs & 
Other Reporting, Personal Device Identifiers, 
Healthcare and Physical Characteristics, Unknown, 
Biometric, Personal Identification, Geolocation, 
Government Identifiers, Employment Information Video, Audio

Continuous (real-time or 
near real-time collection 
during product/service 
operation), On-demand 
(data collected only when 
explicitly requested by the 
user or administrator)

Store and Forward, 
Space available On-Device Storage

Erasure of data is function of admin 
privileges, Erasure of data is a function 
of product, Access to or retrieval of the 
data is a function of product

MSI or MSI Suppliers Uses To Improve 
Products and Services, MSI Uses To 
Troubleshoot

M500 Interview Recording System Yes No

Sensory and Electronic Information, Data Logs & 
Other Reporting, Browsing Information, Personal 
Device Identifiers, Healthcare and Physical 
Characteristics, Unknown, Biometric, Personal 
Identification, Geolocation, Contact Information, 
Employment Information Audio, Video

Continuous (real-time or 
near real-time collection 
during product/service 
operation), On-demand 
(data collected only when 
explicitly requested by the 
user or administrator)

Store and Forward, 
Space available On-Device Storage

Erasure of data is a function of 
product, Access to or retrieval of the 
data is a function of product, Erasure 
of data is function of admin privileges

MSI or MSI Suppliers Uses To Improve 
Products and Services, MSI Uses To 
Troubleshoot

M500E Yes No

Sensory and Electronic Information, Data Logs & 
Other Reporting, Personal Device Identifiers, 
Healthcare and Physical Characteristics, Unknown, 
Personal Identification, Geolocation, Government 
Identifiers Video, Audio

On-demand (data 
collected only when 
explicitly requested by the 
user or administrator), 
Continuous (real-time or 
near real-time collection 
during product/service 
operation)

Space available, Store 
and Forward On-Device Storage

Erasure of data is function of admin 
privileges, Access to or retrieval of the 
data is a function of product, Erasure 
of data is a function of product

MSI Uses To Troubleshoot, MSI or MSI 
Suppliers Uses To Improve Products and 
Services

MOTOTRBO Core Radio Infrastructure 
(PCR LMR)* Yes No

Data Logs & Other Reporting, User Account 
Information, Personal Identification, Sensory and 
Electronic Information, Employment Information, 
Browsing Information, Personal Device Identifiers,  
Geolocation, Contact Information

Audio, Web 
application, 
Database, Reports

On-demand (data 
collected only when 
explicitly requested by the 
user or administrator)

Customer Managed, 
Ephemeral, Space 
available, Stored for a 
set period of time On-Device Storage

Erasure of data is function of admin 
privileges, Erasure of data is a function 
of product, Access to or retrieval of the 
data is a function of product, Access to 
or retrieval of data is function of admin 
privileges

MSI Uses To Troubleshoot, MSI Uses To 
Perform Analytics, MSI or MSI Suppliers 
Uses To Improve Products and Services, 
MSI Provides To Third Party With 
Agreement of Customer, MSI or MSI 
Suppliers Uses To Create New Products 
and Services

Orchestrate Service* No Yes

User Account Information, Data Logs & Other 
Reporting, Employment Information, Contact 
Information, Personal Device Identifiers, Sensory and 
Electronic Information, Personal Identification,  
Government Identifiers

Web application, 
Document, 
Database

Continuous (real-time or 
near real-time collection 
during product/service 
operation) Remote Server Storage

Access to data is function of admin 
privileges, Erasure of data is function of 
admin privileges

MSI Uses To Troubleshoot, MSI or MSI 
Suppliers Uses To Perform Under 
Agreement With Customer, MSI or MSI 
Suppliers Uses To Improve Products and 
Services

PartnerHub / CustomerHub* No Yes

Data Logs & Other Reporting, User Account 
Information,  Financial, Browsing Information, 
Employment Information, Contact Information, 
Personal Device Identifiers, Education & Skills, Travel & 
Expense, Personal Identification, Government 
Identifiers, Commercial Information, Professional 
Experience & Affiliations, Social

Document, 
Database, Audio, 
Image, Video, Web 
application

Continuous (real-time or 
near real-time collection 
during product/service 
operation) Remote Server Storage

Erasure of data is function of admin 
privileges, Access to data is function of 
admin privileges

MSI Uses To Troubleshoot, MSI Uses To 
Perform Analytics, MSI or MSI Suppliers 
Uses To Improve Products and Services, 
MSI or MSI Suppliers Uses To Perform 
Under Agreement With Customer, MSI or 
MSI Suppliers Uses To Train AI Models, 
MSI Provides to Supplier

PCR Bus. & Comm. ODM Radios - 
Valencia* Yes No

Personal Identification, Personal Device Identifiers,  
Data Logs & Other Reporting

Audio, Database, 
Document

On-demand (data 
collected only when 
explicitly requested by the 
user or administrator) Customer Managed On-Device Storage

Access to or retrieval of data through 
other means, Erasure of data through 
other means

MSI or MSI Suppliers Uses To Improve 
Products and Services, MSI or MSI 
Suppliers Uses To Perform Under 
Agreement With Customer, MSI Uses To 
Troubleshoot

PCR RM/CPS* No Yes

Data Logs & Other Reporting, Contact Information, 
Personal Device Identifiers, Personal Identification,  
Education & Skills, Browsing Information

Document, The file 
store on local 
computer, 
Database

Event-driven (data 
collected only when 
specific user actions or 
system events occur) On-Prem Storage

Erasure of data is function of admin 
privileges, Access to data is function of 
admin privileges

MSI or MSI Suppliers Uses To Perform 
Under Agreement With Customer

PDR8000* Yes No
Data Logs & Other Reporting, Personal Device 
Identifiers

Document, Web 
application, Audio

Event-driven (data 
collected only when 
specific user actions or 
system events occur) Customer Managed On-Device Storage

Erasure of data is a function of 
product, Access to or retrieval of the 
data is a function of product

MSI or MSI Suppliers Uses To Perform 
Under Agreement With Customer, MSI 
Uses To Troubleshoot

Pelco Cameras (Elevate-Enabled) Yes No

User Account Information, Sensory and Electronic 
Information, Data Logs & Other Reporting, 
Browsing Information, Personal Device Identifiers, 
Biometric, Geolocation, Contact Information, 
Personal Identification

Document, 
Database, Audio, 
Video, Image, Web 
application

Event-driven (data 
collected only when 
specific user actions or 
system events occur) Customer Managed

On-Device Storage, 
Remote Server Storage

Access to or retrieval of data is 
function of admin privileges, Access to 
or retrieval of the data is a function of 
product, Erasure of data is a function 
of product, Erasure of data is function 
of admin privileges, Access to or 
retrieval of data through other means

MSI Uses To Perform Analytics, MSI Uses 
To Troubleshoot, MSI or MSI Suppliers 
Uses To Perform Under Agreement With 
Customer, MSI or MSI Suppliers Uses To 
Improve Products and Services

Pelco Cameras (non-Elevate) Yes No

User Account Information, Sensory and Electronic 
Information, Data Logs & Other Reporting, Personal 
Device Identifiers, Biometric, Geolocation, Contact 
Information

Video, Audio, 
Database, 
Document

On demand when 
customer contacts MSI 
for technical support. Customer Managed On-Device Storage

Erasure of data is function of admin 
privileges, Access to or retrieval of the 
data is a function of product, Erasure 
of data is a function of product, Access 
to or retrieval of data is function of 
admin privileges

Pelco Elevate No Yes

Data Logs & Other Reporting, User Account 
Information, Browsing Information, Personal Device 
Identifiers, Healthcare and Physical Characteristics, 
Unknown, Sensory and Electronic Information, 
Biometric, Geolocation, Contact Information, Personal 
Identification

Database, 
Document, Image, 
Video, Web 
application

Event-driven (data 
collected only when 
specific user actions or 
system events occur) Remote Server Storage

Access to data is a function of Related 
Service, Erasure of data through other 
means

MSI Uses To Troubleshoot, MSI Uses To 
Perform Analytics, MSI or MSI Suppliers 
Uses To Improve Products and Services, 
MSI or MSI Suppliers Uses To Perform 
Under Agreement With Customer



R3 (Nile) PCR Device* Yes No
Personal Device Identifiers, Data Logs & Other 
Reporting, Contact Information

Database, 
Document

On-demand (data 
collected only when 
explicitly requested by the 
user or administrator) Space available On-Device Storage

Erasure of data is function of admin 
privileges, Erasure of data is a function 
of product, Access to or retrieval of the 
data is a function of product, Access to 
or retrieval of data is function of admin 
privileges

MSI or MSI Suppliers Uses To Perform 
Under Agreement With Customer, MSI or 
MSI Suppliers Uses To Improve Products 
and Services, MSI Uses To Troubleshoot

R7 (Rajang) Collaboration Application - 
PCR* No Yes

Data Logs & Other Reporting, Contact Information, 
Personal Device Identifiers

Database, 
Document

On-demand (data 
collected only when 
explicitly requested by the 
user or administrator) On-Prem Storage

Erasure of data is a function of the 
Related Service, Access to data is a 
function of Related Service

MSI or MSI Suppliers Uses To Perform 
Under Agreement With Customer, MSI 
Uses To Troubleshoot

R7 (Rajang) PCR Device* Yes No

Data Logs & Other Reporting, Sensory and 
Electronic Information, Personal Device Identifiers,  
Geolocation, Contact Information

Document, Web 
application, Audio, 
Image

On-demand (data 
collected only when 
explicitly requested by the 
user or administrator), 
Event-driven (data 
collected only when 
specific user actions or 
system events occur) Space available On-Device Storage

Erasure of data is a function of 
product, Access to or retrieval of the 
data is a function of product

MSI or MSI Suppliers Uses To Perform 
Under Agreement With Customer, MSI or 
MSI Suppliers Uses To Improve Products 
and Services, MSI Uses To Perform 
Analytics, MSI Uses To Troubleshoot

RadioCentral Cloud Native (Public 
Safety)* No Yes

Data Logs & Other Reporting, Personal Device 
Identifiers, Personal Identification, Contact 
Information, Browsing Information

Web application, 
Document, 
Database

Event-driven (data 
collected only when 
specific user actions or 
system events occur), On-
demand (data collected 
only when explicitly 
requested by the user or 
administrator) Remote Server Storage

Access to data is function of admin 
privileges, Erasure of data is function of 
admin privileges

MSI or MSI Suppliers Uses To Perform 
Under Agreement With Customer, MSI or 
MSI Suppliers Uses To Improve Products 
and Services, MSI Uses To Troubleshoot

RadioCentral Insights* No Yes

Data Logs & Other Reporting, Personal Device 
Identifiers, Geolocation, Contact Information, Browsing 
Information

Geospatial, 
Document, 
Database, Web 
application

Periodic (data collected 
at regular intervals, e.g., 
hourly, daily, weekly), On-
demand (data collected 
only when explicitly 
requested by the user or 
administrator), Event-
driven (data collected 
only when specific user 
actions or system events 
occur) Remote Server Storage

Access to data is function of admin 
privileges

MSI or MSI Suppliers Uses To Perform 
Under Agreement With Customer, MSI or 
MSI Suppliers Uses To Improve Products 
and Services, MSI Uses In A Data Lake for 
Big Data, MSI Uses To Troubleshoot, MSI 
Uses To Perform Analytics

RadioTracker by Motorola Solutions* Yes No

Data Logs & Other Reporting, User Account 
Information, Browsing Information, Personal Device 
Identifiers, Sensory and Electronic Information, 
Personal Identification, Geolocation, Contact 
Information

Database, 
Geospatial, 
Document, Web 
application

Event-driven (data 
collected only when 
specific user actions or 
system events occur)

Stored for a set period 
of time On-Device Storage

Access to or retrieval of the data is a 
function of product

MSI Uses To Troubleshoot, MSI or MSI 
Suppliers Uses To Perform Under 
Agreement With Customer

Secure Communications Central Basic 
v2 (SCC Basic formerly Key 
Management) Yes Yes

Data Logs & Other Reporting, Browsing 
Information, Personal Device Identifiers, Personal 
Identification,  Contact Information

Data Logs & Other Reporting, Browsing Information, 
Personal Device Identifiers, Personal Identification,  
Contact Information

Web application, 
Database, 
Document

Continuous (real-time or 
near real-time collection 
during product/service 
operation)

Continuous (real-time or 
near real-time collection 
during product/service 
operation), Event-driven 
(data collected only when 
specific user actions or 
system events occur)

Stored for a set period 
of time after contract 
end

On-Device Storage, 
Remote Server Storage

On-Prem Storage, 
Remote Server Storage

Access to or retrieval of the data is a 
function of product, Erasure of data is 
a function of product, Erasure of data 
through other means, Erasure of data is 
function of admin privileges, Access to 
or retrieval of data is function of admin 
privileges No, end user is not allowed

MSI Uses To Troubleshoot, MSI Uses To 
Perform Analytics, MSI or MSI Suppliers 
Uses To Improve Products and Services, 
MSI or MSI Suppliers Uses To Create New 
Products and Services

SmartControl Mobile Application No Yes

Data Logs & Other Reporting, Sensory and Electronic 
Information, Personal Device Identifiers, Personal 
Identification,  Contact Information Video, Audio

Event-driven (data 
collected only when 
specific user actions or 
system events occur), On-
demand (data collected 
only when explicitly 
requested by the user or 
administrator)

Erasure of data through other means, 
Access to data is a function of Related 
Service

MSI Uses To Perform Analytics, MSI Uses 
To Troubleshoot

Stryker Tetra Radio* Yes No

User Account Information, Data Logs & Other 
Reporting, Sensory and Electronic Information, 
Employment Information, Contact Information, 
Browsing Information, Personal Identification, 
Personal Device Identifiers, Biometric,  Geolocation

Video, Image, 
Audio, Web 
application, 
Document, 
Geospatial, 
Database

On-demand (data 
collected only when 
explicitly requested by the 
user or administrator)

Customer Managed, 
Space available On-Device Storage

Erasure of data is function of admin 
privileges, Erasure of data through 
other means, Access to or retrieval of 
the data is a function of product, 
Erasure of data is a function of 
product, Access to or retrieval of data 
through other means, Access to or 
retrieval of data is function of admin 
privileges

MSI Uses To Troubleshoot, MSI Provides 
to Supplier, MSI or MSI Suppliers Uses To 
Perform Under Agreement With Customer

TALKABOUT App (Gen2)* No Yes

Data Logs & Other Reporting, Personal Device 
Identifiers,  Personal Identification, Geolocation, 
Contact Information, Browsing Information, Sensory 
and Electronic Information

Document, 
Geospatial, 
Database, Web 
application, Image

Periodic (data collected 
at regular intervals, e.g., 
hourly, daily, weekly), 
Event-driven (data 
collected only when 
specific user actions or 
system events occur), On-
demand (data collected 
only when explicitly 
requested by the user or 
administrator), One-time 
(data collected once, 
such as during initial 
setup or registration), 
Continuous (real-time or 
near real-time collection 
during product/service 
operation)

On-Prem Storage, 
Remote Server Storage

Erasure of data is function of admin 
privileges, Access to data is function of 
admin privileges

MSI or MSI Suppliers Uses To Perform 
Under Agreement With Customer, MSI 
Uses To Troubleshoot

TETRA Storm App* No Yes

Data Logs & Other Reporting, Contact Information, 
Personal Identification,  Education & Skills, Personal 
Device Identifiers, Sensory and Electronic Information

Document, 
Database

One-time (data collected 
once, such as during 
initial setup or 
registration) On-Prem Storage

Erasure of data is a function of the 
Related Service, Access to data is a 
function of Related Service

MSI or MSI Suppliers Uses To Improve 
Products and Services

Tetra Subscriber Firmware MRXXXX.X* Yes No

Data Logs & Other Reporting, Sensory and 
Electronic Information, Contact Information, 
Personal Device Identifiers,  Geolocation, 
Healthcare and Physical Characteristics

Database, 
Document

On-demand (data 
collected only when 
explicitly requested by the 
user or administrator) Space available On-Device Storage

Erasure of data is function of admin 
privileges, Access to or retrieval of the 
data is a function of product, Erasure 
of data is a function of product, Access 
to or retrieval of data is function of 
admin privileges

MSI Uses To Troubleshoot, MSI or MSI 
Suppliers Uses To Improve Products and 
Services, MSI or MSI Suppliers Uses To 
Perform Under Agreement With Customer

Tiger Tetra/LTE Infrastructure* Yes No

Data Logs & Other Reporting, User Account 
Information, Sensory and Electronic Information, 
Browsing Information, Personal Device Identifiers,  
Contact Information

Database, 
Document, 
Geospatial, Web 
application, Audio

On-demand (data 
collected only when 
explicitly requested by the 
user or administrator)

Space available, Stored 
for a set period of time, 
Store and Forward, 
Customer Managed

On-Device Storage, 
Remote Server Storage

Access to or retrieval of data is 
function of admin privileges, Erasure of 
data is function of admin privileges

MSI or MSI Suppliers Uses To Improve 
Products and Services, MSI or MSI 
Suppliers Uses To Perform Under 
Agreement With Customer, MSI Uses To 
Troubleshoot

TLK 25 (Van Gogh) PCR Device* Yes No

Data Logs & Other Reporting, Personal Device 
Identifiers, Geolocation, Contact Information, 
Browsing Information, Biometric

Document, 
Geospatial, Audio

On-demand (data 
collected only when 
explicitly requested by the 
user or administrator), 
Periodic (data collected 
at regular intervals, e.g., 
hourly, daily, weekly)

Ephemeral, Space 
available On-Device Storage

Erasure of data is a function of 
product, Access to or retrieval of the 
data is a function of product

MSI or MSI Suppliers Uses To Improve 
Products and Services, MSI or MSI 
Suppliers Uses To Perform Under 
Agreement With Customer, MSI Uses To 
Troubleshoot

V200 Body Worn Camera Yes No

Sensory and Electronic Information, Data Logs & 
Other Reporting, Workplace Welfare, Personal 
Device Identifiers, Healthcare and Physical 
Characteristics, Biometric, Personal Identification Video, Audio

On-demand (data 
collected only when 
explicitly requested by the 
user or administrator)

Customer Managed, 
Store and Forward

Erasure of data is function of admin 
privileges, Access to or retrieval of data 
is function of admin privileges MSI Uses To Troubleshoot



V500 Body Camera Yes No

Personal Identification, Data Logs & Other 
Reporting, Sensory and Electronic Information, 
Family Information, Employment Information, 
Contact Information, Background Checks,  
Personal Device Identifiers, Healthcare and 
Physical Characteristics, Unknown, Biometric, 
Geolocation, Financial, Browsing Information, 
Religion

Geospatial, Video, 
Audio

Event-driven (data 
collected only when 
specific user actions or 
system events occur) Store and Forward On-Device Storage

Access to or retrieval of data through 
other means, Erasure of data through 
other means

VB400 Yes No

Data Logs & Other Reporting, Sensory and 
Electronic Information, Personal Device Identifiers, 
Biometric, Geolocation, Contact Information, 
Employment Information

Audio, Video, 
Image, Geospatial

MSI does not gather data 
from customer 
installations., On-demand 
(data collected only when 
explicitly requested by the 
user or administrator) Store and Forward On-Device Storage

Erasure of data through other means, 
Access to or retrieval of data through 
other means

MSI Uses To Troubleshoot, MSI Uses To 
Perform Analytics, MSI or MSI Suppliers 
Uses To Improve Products and Services

VehicleManager No Yes

Data Logs & Other Reporting, Browsing Information, 
Employment Information, Personal Device Identifiers, 
Sensory and Electronic Information, Healthcare and 
Physical Characteristics, Biometric, Personal 
Identification,  Geolocation, Government Identifiers, 
Contact Information

Document, 
Geospatial, 
Database, Image, 
Web application

Event-driven (data 
collected only when 
specific user actions or 
system events occur), 
Continuous (real-time or 
near real-time collection 
during product/service 
operation) Remote Server Storage

Erasure of data is function of admin 
privileges, Access to data is a function 
of Related Service, Erasure of data 
through other means, Access to data 
through other means, Access to data is 
function of admin privileges

MSI Uses To Troubleshoot, MSI or MSI 
Suppliers Uses To Perform Under 
Agreement With Customer, MSI or MSI 
Suppliers Uses To Improve Products and 
Services

VehicleManager Enterprise No Yes

Data Logs & Other Reporting, Browsing Information, 
Employment Information, Healthcare and Physical 
Characteristics, Biometric, Personal Identification,  
Geolocation, Government Identifiers, Sensory and 
Electronic Information, Contact Information

Geospatial, 
Document, 
Database, Image, 
Web application

Continuous (real-time or 
near real-time collection 
during product/service 
operation), Event-driven 
(data collected only when 
specific user actions or 
system events occur) Remote Server Storage

Erasure of data is function of admin 
privileges, Access to data through other 
means, Erasure of data through other 
means, Access to data is a function of 
Related Service, Access to data is 
function of admin privileges

MSI Uses To Troubleshoot, MSI or MSI 
Suppliers Uses To Perform Under 
Agreement With Customer, MSI or MSI 
Suppliers Uses To Improve Products and 
Services

VideoManager EX No Yes

Data Logs & Other Reporting, Sensory and Electronic 
Information, Employment Information, Browsing 
Information, Personal Device Identifiers, Healthcare 
and Physical Characteristics, Unknown, Biometric, 
Personal Identification,  Geolocation, Contact 
Information

Document, 
Database, Audio, 
Image, Video

Event-driven (data 
collected only when 
specific user actions or 
system events occur), 
Continuous (real-time or 
near real-time collection 
during product/service 
operation)

Access to data is a function of Related 
Service, Erasure of data is a function of 
the Related Service

MSI Uses To Perform Analytics, MSI Uses 
To Troubleshoot, MSI or MSI Suppliers 
Uses To Improve Products and Services

VRX1000 Yes No
Data Logs & Other Reporting, Personal Device 
Identifiers

Video, Web 
application, 
Database

On-demand (data 
collected only when 
explicitly requested by the 
user or administrator)

Space available, 
Ephemeral On-Device Storage

Erasure of data is function of admin 
privileges, Access to or retrieval of data 
is function of admin privileges

MSI Uses To Troubleshoot, MSI or MSI 
Suppliers Uses To Perform Under 
Agreement With Customer

VT100 Yes No

Data Logs & Other Reporting, Sensory and 
Electronic Information, Personal Device Identifiers, 
Biometric, Contact Information, Employment 
Information

Audio, Video, 
Image

On-demand (data 
collected only when 
explicitly requested by the 
user or administrator), 
MSI does not gather data 
from customer 
installations. Store and Forward On-Device Storage

Access to or retrieval of data through 
other means, Erasure of data through 
other means

MSI or MSI Suppliers Uses To Improve 
Products and Services, MSI Uses To 
Troubleshoot, MSI Uses To Perform 
Analytics

WAVE - Critical Connect* Yes Yes

Data Logs & Other Reporting, User Account 
Information, Contact Information, Browsing 
Information, Personal Device Identifiers,  Personal 
Identification

Data Logs & Other Reporting, User Account 
Information, Contact Information, Browsing 
Information, Personal Device Identifiers,  Personal 
Identification

Database, 
Geospatial, 
Document, Web 
application, Audio, 
Image, Video

On-demand (data 
collected only when 
explicitly requested by the 
user or administrator)

Continuous (real-time or 
near real-time collection 
during product/service 
operation)

Space available, 
Customer Specified 
Time On-Device Storage Remote Server Storage

Access to or retrieval of data is 
function of admin privileges, Erasure of 
data is function of admin privileges

Erasure of data is function of admin 
privileges, Access to data is function of 
admin privileges

MSI or MSI Suppliers Uses To Perform 
Under Agreement With Customer, MSI or 
MSI Suppliers Uses To Improve Products 
and Services, MSI Uses To Troubleshoot, 
MSI Uses To Perform Analytics

WAVE - Unified Recorder Solution* Yes Yes

Data Logs & Other Reporting, Sensory and 
Electronic Information, Personal Device Identifiers,  
Geolocation, Contact Information, Browsing 
Information

Data Logs & Other Reporting, Sensory and Electronic 
Information, Personal Device Identifiers,  Geolocation, 
Contact Information, Browsing Information

Image, Video, 
Audio, Web 
application, 
Document, 
Geospatial, 
Database

On-demand (data 
collected only when 
explicitly requested by the 
user or administrator)

Continuous (real-time or 
near real-time collection 
during product/service 
operation)

Customer Managed, 
Space available On-Device Storage Remote Server Storage

Erasure of data is a function of 
product, Access to or retrieval of data 
is function of admin privileges

Erasure of data is a function of the 
Related Service, Access to data is 
function of admin privileges

MSI Uses To Troubleshoot, MSI or MSI 
Suppliers Uses To Perform Under 
Agreement With Customer

Wave OnCloud Portal* No Yes

Data Logs & Other Reporting, User Account 
Information, Contact Information, Browsing 
Information, Personal Device Identifiers, Personal 
Identification,  Geolocation, Education & Skills, 
Employment Information

Web application, 
Database, 
Document

Continuous (real-time or 
near real-time collection 
during product/service 
operation)

On-Prem Storage, 
Remote Server Storage

Access to data is function of admin 
privileges, Erasure of data is function of 
admin privileges

MSI or MSI Suppliers Uses To Perform 
Under Agreement With Customer, MSI 
Uses To Troubleshoot

WAVE Tactical* Yes Yes

Data Logs & Other Reporting, Sensory and 
Electronic Information, Personal Device Identifiers, 
Geolocation, Contact Information, Personal 
Identification

Data Logs & Other Reporting, Sensory and Electronic 
Information, Personal Device Identifiers, Geolocation, 
Contact Information, Personal Identification

Audio, Document, 
Database

On-demand (data 
collected only when 
explicitly requested by the 
user or administrator)

On-demand (data 
collected only when 
explicitly requested by the 
user or administrator)

Customer Managed, 
Customer Specified 
Time, Stored for a set 
period of time, Space 
available On-Device Storage On-Prem Storage

Erasure of data is function of admin 
privileges, Access to or retrieval of data 
is function of admin privileges

Access to data is function of admin 
privileges, Erasure of data is function of 
admin privileges

MSI Uses To Troubleshoot, MSI or MSI 
Suppliers Uses To Perform Under 
Agreement With Customer

* Trade Secret: This radio product and/or related service may process sensitive trade secrets that include telemetry. These trade secrets have been determined to not be necessary for switching or disclosure under the EU Data Act.


